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Technical
Characteristics

WALLIX One Remote Access is a SaaS solution that secures,
centralizes, and manages external access, which is crucial for
businesses relying on external service providers for remote tasks

involving privileged access to IT or OT networks. This tool addresses Federation Protocol
common challenges faced by IT management departments, such

as inventorying third-party access and regaining control. - OpenID
Additionally, enhances auditability and

traceability, further strengthening organizational security measures. .
Multi-Factor

Authentication (MFA)

Features
+ OTP with broad
End-to-end security Accelerate user onboarding compatibility (WALLIX
. Microsoft, Google, ...)
- Grant access without + Centralized Web Portal access + Security Key FIDO
sharing passwords for every session (RDP, SSH, (Yubikey, ..

HTTPS, Proprietary Protocols
via Universal Tunneling)

+ Easy onboarding of remote
users with automatic mail

+ Delegate user management

« Enforce MFA on every
remote access
+ Just-In-Time access
+ Segregate external users from

the corporate directory to business owners
* Outbound connections - Self-service password reset (SSPR)
Hybrid architecture Full visibility of

external remote access
* Preserve local access when

the internet is down + Assign granular access
+ Deploy decentralized with group-based
architecture compliant with authorizations (RBAC)
regulations (NIS2, IEC,..) * Integrate with external
+ Support multi-site Bastion Identity Providers
deployment
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How it Works
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Benefits

O ®

OPERATIONAL EFFICIENCY SECURE DIGITAL TRANSFORMATION APPLY ZERO TRUST

» Empower IT teams by + Get rid of VPN in production + Control and audit

streamlining delegation processes infrastructure every access

* Make business teams + Enable third-party access » Comply with corporate
autonomous and preserve in every IT or OT infrastructure security policies
production continuity » Seamless user experience

BENEFITS OF SAAS
RAPID DEPLOYMENT + PAY AS YOU GROW + AUTOMATIC UPDATES AND MAINTENANCE * LOWER TCO * SLA 99.9% + 24/7 SUPPORT

About WALLIX

WALLIX empowers businesses with robust Identity and Access security solutions,
ensuring seamless and secure digital interactions. WALLIX's innovative technologies
in Privileged Access Management, Workforce Access, and Governance Access
protect critical assets and simplify compliance, enhancing operational efficiency.
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