
Technical 
Characteristics

WALLIX and SailPoint offer an integrated solution with a single point of 
entry to manage and control identities for all users, including  both 
privileged and non-privileged accounts. The combined solution provides 
end to end security, control and governance over all users - privileged and 
non-privileged.  SailPoint IdentityIQ controls, secures and governs all users, 
data and applications, ensuring users are accessing the right applications 
based on their user rights and policies. Identity Security helps to answer 
who has access, should they access and what are they doing with that 
access. The WALLIX PAM helps users control and protect their critical IT 
assets: data, servers, terminals and connected objects. Accordingly, 
systems administrators can create, delete or modify access rights of 
WALLIX PAM users, directly from the SailPoint console.  

The integration set-up of the two solutions is done within a few minutes through the 
standard protocol SCIM 2.0 REST API (System for Cross-Domain Identity Management). 

A simple Identity & Privileged Access 
Management Solution to mitigate cyber risks

Benefits 
 
This joint solution protects a 

company’s most critical data  

and IT assets in a simple and 

secure way by: 

 

Creating a single point  

of control to manage all access  

to network resources. 

 

Centralizing access for  

a 360° Governance. 

 

Streamlining the process  

of onboarding and offboarding  

of users. 

 

Identifying external  

and internal threats through 

monitoring data. 

 

Ensuring that privileged  

sessions are performed  

in accordance with the 

organization’s governance policy. 

 

Optimizing the TCO thanks to fast 

and easy integration and a lower 

cost of RUN. 
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Solution Integration Overview

Interoperability between the WALLIX PAM and SailPoint IdentityIQ enables 
organizations to get:  
 

> Fast and seamless integration to deploy and maintain thanks to the light 
architecture of the WALLIX single appliance.  
> Centralized security node providing auditing and reporting capabilities for 
both access and session management for privileged and non-privileged users. 
> Centralized management of both regular and privileged users, with advanced 
workflow for user on-boarding/off-boarding and access rights management.  
 
This centralized management of privileged identity & access data allows 
administrators to:

CYBER SIMPLICITY

A L L I A N C E S

S O L U T I O N  O V E R V I E W



About WALLIX 
 

A software company providing cybersecurity solutions, WALLIX is the European specialist in Identity and 

Access Security Solutions. WALLIX PAM, the unified access and privilege management solution, enables 

companies to respond to today's data protection challenges. It guarantees detection of and resilience to 

cyberattacks, which enables business continuity. The solution also ensures compliance with regulatory 

requirements regarding access to IT infrastructures and critical data. 

 
About Sailpoint 
 

SailPoint equips the modern enterprise to seamlessly manage and secure access to applications and data 

through the lens of identity – at speed and scale. SailPoint delivers a unified, intelligent, extensible platform built 

to defend against today’s dynamic, identity-centric cyber threats while enhancing productivity and efficiency.

Partner Product: 
• SailPoint IdentityIQ 
 

WALLIX Product:  
• WALLIX PAM 

This joint solution provides enhanced IT risk control: 
 

> Benefit from secured resource access credentials protected in the WALLIX 
vault being visible in SailPoint IdentityIQ. 
 
> Administrators can proactively identify inappropriate or unauthorized 
privileged access demands and take appropriate policy remediation actions. 
 

COMPLIANCE 
 
Integrating SailPoint IdentityIQ with the WALLIX PAM capabilities (secure, trace and 
audit a company's privileged and non-privileged access) allows organizations to 
comply with multiple standards and regulations including: 
 

> PCI DSS (Payment Card Processing) to control and limit privileged users and 
governance for user identity. 
 
> SOX (Sarbanes-Oxley) for session control and enforcement of duty 
segregation. 
 
> HIPAA (Health Insurance Portability & Accountability) to protect systems. 
 
> GDPR (General Data Protection Regulation), for data protection and privacy. 
 

360° GOVERNANCE 
 
This centralized and unified access governance is based on a bidirectional 
integration which also allows the WALLIX PAM to push real-time information into 360° 
IdentityIQ about users' privileged access demands enabling security alert settings. 

SECURITY


