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WALLIX and Cisco deliver unparalleled
security and visibility into OT networks 0 l l l [ l I l 0

Cisco and WALLIX join forces to offer a blend of simplicity and robustness c I S c o

in their solutions, delivering unmatched security and visibility within OT

networks. The joint solution offers secure, traceable remote access and

comprehensive threat identification and analysis. It further enhances

security with unmatched forensic analysis that directly links industrial Benefits
network activities to individual user actions, ensuring accountability. With
the ability to discover OT assets, assess threats, and ensure secure remote
access on a global scale, the WALLIX | Cisco collaboration promises to
safeguard production seamlessly and securely.

> Automatically track your ICS, OT,
and lloT assets.

> Mitigate risks caused by

Features unauthorized or malicious access.
> Streamlined OT Onboarding > Apply granular access policies for
Faster PAM4OT Deployment with passive Asset Discovery from Cisco internal and external users at both
Cyber Vision. the asset level and the connection
> Enhanced Asset Visibility protocol level. Apply Just-in-Time
Validate the protection level of Cyber Vision assets through access to an (JIT) User Provisioning.

updated list of authorized protocols, along with additional insights into

their properties. > Gain complete visibility of every
. . . activity originating from a
> Industrial Threat Detection and Analysis el } E
. L . L remote connection when

Ensure complimentary and comprehensive insights into potential risks .
needed for maintenance or

within your operational environment. sither BuEEEsE: nie & deing
. . . h hen, includi
Solution Integration Overview WEEne NN, IS el
monitoring with audit logs.
+ Enable secure and regular synchronization between Cyber Vision
and PAM4OT.

« Incorporate PAM4QOT ports and services information into

> Ensure compliance thanks to
session traceability and recording

. . to achieve more effective
the Cylber Vision asset view.

governance.
« Utilize Cyber Vision Presets for easy updates and sorting.
* Enhance device details in PAM4OT with additional information from > Allows companies to have full
Cyber Vision such as vendor name, model number, and more. control of every type of asset
+ Onboard or update the assets list into the PAM4OT host. (physical and data) by supporting
« Facilitate direct access to PAM4AOT device configurations from the most protocols used in the
Cyber Vision asset view. production environment.

« Implement the option to ignore device onboarding when necessary.



7

NI
CISCO

Ot-_secuﬁty _ Integration and additional value to enhanced OT security wa“|)(

wallix

ENTERPRISE

- .
(= — = =
Cyber Vision .@). g L E=n. =] =)
Center o5 ﬁ =y | & 3
Y - 2
s-* o T WL
o : =

5 Ay decontamination  Jump Server

¢

L SfemBGAE

ment

. Gamcg Dat3Lake  pireenory Job Server
¥

+
Assets inventory and update i Hw
PAMA4QT / Cyber Vision i T P
regular synchronization ie@ station St station

Robot  Actustor  Valve Temperatur=  Pump www.ot.security

- /

About WALLIX wa I I i )(

A software company providing cybersecurity solutions, WALLIX is the European specialist in Identity and Access
Security Solutions. WALLIX PAM, the unified access and privilege management solution, enables companies to
respond to today's data protection challenges. It guarantees detection of and resilience to cyberattacks, which
enables business continuity. The solution also ensures compliance with regulatory requirements regarding access
to IT infrastructures and critical data.

About Cisco

For more than 20 years, Cisco has been helping industrial organizations around the globe digitize and secure
their operations. Today, Cisco offers a market-leading portfolio of industrial networking equipment plus a
comprehensive suite of cybersecurity products, integrated tightly together with a deep understanding of OT
requirements. It's a rare combination.

- Cisco Cyber Vision - WALLIX PAM4OT



