
Create a layered defense in depth and increase cybersecurity with
WALLIX Authenticator. With all privileged accounts managed by a
centralized solution, multi-factor authentication (MFA) is the next step
towards robust cybersecurity. Combined with the WALLIX Bastion and/or
Access Manager, WALLIX Authenticator facilitates “Zero Trust” risk
management policy and ensures that only the right people can access the
powerful WALLIX PAM suite that controls access to your systems 
and sensitive data. 

Unified, Secure and Simple
Identification

Basic usernames and passwords 
can be hacked or broken; the use 
of MFA increases the security of
authentication. Eliminate the risks
associated with the use of
passwords alone and request
multiple forms of identification 
from your privileged users.

Deploy a “Zero Trust”
framework

Take a “Zero Trust” approach to
access security: require multi-factor
verification for additional proof that
a user is who they claim to be
establishes the trust necessary 
to enter the system.

Native Integration with WALLIX
Access Security Solutions

Implement strong authentication for
WALLIX Bastion and WALLIX Access
Manager. Enjoy seamless user
experience as well as simple
integration and maintenance for
uncompromised security.

Specification:
• SaaS model for identification

and federation without any hassle

• Native integration with 

directories - AD & Azure AD

connectors

• Federate on-premises 

authorizations with LDAP & 

Radius connectors

• FIDO2 biometric password-less

authentication for simpler 

and higher-grade security

• Online: push notifications, 

no OTP

• Offline: time-based OTP

Application:
• Available on Android, iOS 

and Win10 clients

Native WALLIX Bastion 
& Access Manager integration:

• User identity provisioning:

- Directories

- Social logins (LinkedIn, 

Facebook, Google, etc.)

- ID files (.csv)

- API

- As needed through web forms

• Access Manager integration:

- SAML provider

- WALLIX Bastion integration:

• Deployment and configuration

of a LDAP/Radius interface

Multi-Factor Authentication 
WALLIX Authenticator MFA

Strengthen Privileged Access Control 
with Multi-Factor Authentication
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Technical 
Characteristics

Features & Characteristics



Protect the company’s
investment 

Enhanced security across
local or remote privileged

users.

Ensure regulatory
compliance

Strengthen IT security
practices as required by

many regulations.

Enable the entire
workforce to log in to all
applications with one set

of credentials
Thanks to WALLIX

Trustelem, expand the MFA
and SSO capabilities to 

your complete 
workforce. 

About WALLIX
WALLIX protects identities and access to IT infrastructure, applications, and
data. Specializing in Privileged Access Management, WALLIX solutions
ensure compliance with the latest IT security standards and protect against
cyberattacks, theft and data leaks linked to stolen credentials and elevated
privileges to sensitive company assets.

www.wallix.com
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