WALLIX Authenticator

Multi-Factor Authentication (MFA)

|dentity security for a trusted digital transformation
Protecting access to company infrastructures, applications
and data.
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CYBERSECURITY SIMPLIFIED

LIMIT IDENTITY THEFT
AND CYBERATTACKS

High security for a ‘zero trust’ risk management policy:

User access requiring several forms of identification to
eliminate the risks associated with authentication by password
alone (e.g. pin code, fingerprint).

Access to the specific resources that the user needs, with
systematic checking of the requesting user’s identity across the
extended scope of the company: internal and external, remote
working and teleworking.

Protection of the company’s entire digital environment in all
circumstances, with no technical constraints or equipment for
the user (e.g. mobile tokens, tablet, browser).

NATIVE INTEGRATION
WITH WALLIX SOLUTIONS

Take advantage of certified end-to-end solutions
by integrating WALLIX Authenticator:

WALLIX Trustelem (IDaaS) identity federation: High-security
access for users logging into company applications. Native
integration with WALLIX Trustelem’s SSO system with the
activation of contextual authentication.

WALLIX Bastion privileged access management (PAM):
Enhanced security across the privileged users remote access
module (WALLIX Access Manager without VPN) and the Bastion
administration module.

A SMOOTHER USER EXPERIENCE

A clear and simple experience that improves productivity
and reduces the number of helpdesk calls.
Seamless login for users regardless of the type

of applications used.



.

Cybersecurity simplified

® The implementation of a security policy based on the
zero trust model which can be quickly deployed in
a teleworking and remote access context.

e Optimising your TCO across the entire value chain.

e Certified end-to-end WALLIX solutions.

About WALLIX

WALLIX solutions protect against cyber threats, theft and data
leaks linked to stolen credentials and misappropriated
privileges. They are distributed by a network of more than 170
resellers and integrators worldwide. Listed on Euronext,
WALLIX supports more than 1,000 organizations in securing
their digital future.
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WALLIX AUTHENTICATOR

TRUSTED TECHNOLOGY:
"Powered by inWebo"

WALLIX Authenticator is based on technology by
inWebo, a long-time partner of WALLIX's network
of alliances. This way, WALLIX benefits from:

> An MFA solution with one of the highest security
levels on the market thanks to the unique combination
of random dynamic key technology and hardware

security modules (HSMs)

> A solution certified CSPN by ANSSI
(the French National Cybersecurity Agency)



