UNCOMPROMISED
USER
EXPERIENCE

Protecting and controlling external access to critical
assets is a priority in the new digital era of cyber
threats. Support your business with secure by design
capabilities; enable your IT team to ensure that only
the right person can access the right resource for the
right purpose. On top of the Bastion, the Access
Manager offers:

SIMPLE AND LIGHT ALTERNATIVE
TO FAT CLIENT SOLUTIONS

® Unchanged user experience: systems administrators
continue to operate critical systems through SSH or
RDP consoles, embedded in a web browser

® Drastic reduction of the TCO thanks to SSH/RDP
access through HTML5 without expensive fat clients

e Surface attack limited to a single secured HTTPS
entry point for external access

CENTRALIZED APPROACH TO MANAGING EXTERNAL
ACCESS TO PRIVILEGED ACCOUNTS

e Single console to monitor and audit

external access to all your Bastions

¢ Global Search capability to identify suspicious
behaviors in session recordings based

on keywords and metadata

INCREASED SECURITY WITH MULTIPLE SOLUTIONS
TO GUARANTEE USER IDENTITY

e |Interacts with WALLIX Trustelem, IDaaS solution
providing SSO, Federation and MFA

e Support of standards protocols to connect

to third-party MFA solutions

ACCESS
MANAGER

Multitenant Identity,
Access and Data Security

B Enhance your security perimeter

e Integrate the Access Manager
with your existing identity provider
through SAML, X.509, Radius

e Interacts with WALLIX Trustelem,
IDaa$ solution providing SSO,
Federation and MFA

e RDP and SSH over HTTPS

e Support Certificate Authorities
for organizations

B Operational efficiency

* No fat client: no deployment, no
maintenance, no intrusion on user's
workstation

e Flexible HTMLS interface
providing RDP and SSH consoles

e Dedicated Auditor profile

* Multi-tenant global search
across all Bastions

e Click-on-query to watch specific
actions of a session
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The Bastion Access Manager

¢ Dedicate secure access for external users through a web gateway reducing drastically the surface attack
e Audit your entire Bastion fleet and detect abnormal user’s behaviors from a centralized solution
* Preserve user experience of your systems administrator thanks to a web portal embedding RDP and SSH clients

® Reduce the TCO with a unique gateway, no VPN clients, and a seamless integration in your IT systems
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https://www.youtube.com/WALLIX
https://twitter.com/wallixcom
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