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1.0 Introduction

The HID® ActiviD® Appliance provides versatile multi-factor authentication to secure access to critical
infrastructures and services. The solution is highly flexible, with easy-to-define policies designed to
simplify user authentication and enable organizations to deploy tailored authentication solutions to
their users.

The Wallix® Bastion® is a modular solution providing Privileged Access Management (PAM) to control
access, monitor activity and securely manage passwords.

While the Wallix Bastion ensures the security of privileged accounts and target applications, the
primary user still remains a potential source of compromise. Wallix and HID ActivID propose a joint
solution remove the human factor as the weakest link within the security chain.

1.1 Document Scope and Audience

This guide explains how to configure RADIUS strong authentication access to a Wallix Bastion host
with ActiviD Appliance 8.0.

It is intended for system integrator and administrators.

Architecture-related topics are out of the scope of this guide. For further information, contact HID
Global.
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2.0 Configuring the Wallix Bastion Host

This section explains how to configure the Wallix Bastion host for external authentication with the
ActiviD Appliance.

Prerequisites: e You have installed and configured ActiviD Appliance with the RADIUS Front End
(RFE).

e You have installed and configured the Wallix Bastion host.

e You have configured the network connection and ports (RADIUS) between the
Wallix Bastion host and the ActiviD Appliance.

2.1 Create an External Authentication Host

WALLIX Bastion

WARNING: Access to this system is restnicted to duly authorized users only. Any
ottempt to occess this system without autherizofion or froudulently remaining
waithin such sysfem will be prosecuted in accordance with the law.

Any authorzed vsar it heraby informad and acknowladge: that his/her cctions
maoy be recorded, retoined and gudited.

Username  admin
Password  ...ceessecseen

[ Login |

1. Using a browser, connect to the Wallix Bastion host portal and log on as an administrator.

W<ILLIX Basti posion S =
| a S | O n Basfion Super Administrator
Configuration Extemnal Authenticafions [i 7]

My Preferences

My Authorizati
[F Aca on aventicaton]

Auvdit

Users Show 10  entries Search:

Resources

m 4 Avthenfication name Type Description Server Port
Password Manogement D

Session Management
Authorizations 1-141
Configurafion

Time Frames

External Authenficafions

LDAF/AD Domains

Nofifications

Local Password Policy

2. In the left menu, under Configuration, select External Authentication and click Add an
authentication.
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W{“I L L | X B a St | O ﬂ ﬁ::;rn{.\upﬁjf Administrator [*

ConfiguraBon Exdernal Authenficafions 6 e

My Preferences

My Authorizofions
2 Create external outhentication

Aundit

Users Authenficafion type:

Resources E-ngéglgg{;)—s

E‘uss_wmd Management LDAP PR
Session Management RADIUS

Authorizations TACACS+

Configuration L PINGID

External Authenticafions

LOAPAD Domaing
3. From the Authentication type drop-down list, select RADIUS.

W{ I_ I_iX B a Sti O n ‘;::f.::.n{Supe)r Administrator [:*

Configuration Bdemnal Avthentfications o e
My Preferences

My Authorizafions
Y Edit external authentication

Audit

Users Authentication type ™ © papius
Resources Avuthenficafion name = HIDActvID
Password Management Server

Session Management Port™ - 1812
Avthorizafions Timeout (s) ™ : 50.0
Configuration

a Secret ™ Lieeeeees
Time Frames

External Authentications

LDAP/AD Domains Descripfion - |
Notifications

Lecal Password Policy

Connection Parameters

X50% Farameters

Ceonfiguration Cpfions

Two-Factor Authenticafion (2FA)
’7 Use primary domain name @ ||

APl kays
Force usage of full user name |e_g. user@domain) during second authentication login
License
Encryption
Audit Logs | Cancel | | Apply

4. Enter the required RADIUS server parameters (as defined on the ActiviD Appliance).

If you are deploying HID Approve™ mobile push-based authentication, increase the Timeout to at
least 45-50 seconds.

6. Click Apply.

The ActiviD Appliance RFE is listed in the External authentication configuration.
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W{ L LiX B a St] O n E:::;ic:..n[Supgr Administrator E*

Configuration BEdemnal Avthenlfication: o a

My Preferences

0 Data successfully saved.

My Avthorizations
Audit o
= Add an avthentication
Users
Resources Show ertries dearch:
Password Management ]ﬁ[
S TE e O] 4 Avthenficafion name Type Descripfion Server Fort
G T HIDACtivID RADIUS 1812
Configurafion 1-1/1
2.2 Create a Test User on the Wallix Bastion Host

1. In the left menu, under Users, select Accounts.

Wd L I_l X B a St | O n gg;;:ln[Supe}r Administrator [:*

Users Accounis o e

My Freferences
My Avihorizafions f &
Audit -
Users

Accounts Show 10 = entiss Search:

Groups ) a Username  Display name Profile Authenfication Groups status Lot

Profiles ™ connection
Resources admin Bastion Super Administrator  WAE_administrator Qg local v -
Password Management 1-1/1

2. Click Add a user.
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User name ~: serD1

Display name :
I Email *: | ,cn I
Users email

GPGKeY: [ Choose File | No file chosen

Prefermred : English v

=
IR Ugers prefered lgngugge
I Frofile ™| yger v I

Disabled: ||

Account:
expiration
date YYYY-MM-DD hh:mm
Groups:
User's groups

Available Groups Selected Groups

elect and click €
- -
(>}
()
- -
& Selectall @ Delete all
Authenfication:
and backup LUst of authentication sources to validate this user password
servers
Available Avthenfications Selected Avthentications
Select and click €
local <] [[HIDActviD_] S
(>} ]
(<] ]
- -
IF restrictions
’7 IP/Subnets v [+]
| Cancel | I| Apply ||

3. Enter the required user parameters (illustrated above as a minimum) and click Apply.

The new user is displayed in the list of Accounts.

Wq I_ L i X B a St i O n Eg:f.;:.n(Supe)r Administrator [:*

My Freferences

My Authorizations

+ Add a user 4+ 3

Audit Sam W
Users

Accounts show |10 ¥ |entries Search: |

Groups ]ﬁ[ ) . Last

- Cl 4 User name Display name Profile Avthenficafion Groups Status connection
Resources admin Basfion Super Administratcr  WAB_administrator Qe local b
Password Management O  userol user HIDActiviD v
Session Management 1-2/2

External | AS-WALLIX | HID Global Corporation/ASSA ABLOY AB. All rights reserved. May 2019



ActiviD Appliance with Wallix Bastion: RADIUS Two-Factor Authentication

3.0 Configuring ActiviD Appliance

This section explains how to configure a RADIUS channel on the ActiviD Appliance and create the
ActiviD Appliance user.

3.1 Configure the RADIUS Channel

1. Using a browser, connect to the ActiviD Management Console (https://<appliance-
hostname>/aiconsole) and log on as an administrator with privileges allowing channel
configuration (for example, ftadmin).

ActiviD Management Console

Home Configuration OAccess Administration Reporting Help Desk
Environment \
) Channels
User Attributes

Channel configuration defines authentication and authorization policies for SAML Service Provider,

User Repositories
authentication through the defined channel. Channel configuration also sets the LDAP fallback auth

OOB Delivery Gateway

Radius Add | Copy | Delete
Threat Detection Channels
Adapters ‘ Name < Type <
Policies REST Gateway Direct channel Generic
Authentication Self Service Portal SAML Sen
SAML Self Service Portal Direct channel Generic
Authorizati
uthorization Soft Token Activation Portal Generic
Channels
Terminal Services Generic
Assets
VPN Remote Access o Radius
14 || <= 1 2

19
2. Select the Configuration tab (1) and, under Policies, select Channels (2).

3. Go to the end of the channel list (3) and click on the VPN Remote Access (4) channel to access
the configuration.
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ActiviD Management Console

® yoor ¢
Home Configuration Access Administration Reporting Help Desk
Environment )
/ VPN Remote Access Details
User Attributes
User Repositories Name* VPN Remote Access ' q
QOB Delivery Gateway Description Default RADIUS channel
Radius -
Type* Radius

Threat Detection
Adapters

— | Trusted Identity Providers Authorization Profiles Selection Rules Channel Policy Fallbac

Policies .

Allowed Authentication Policies
Authentication

SAML
Define Challenge Configuration | Set Authentication Forward Policy | Define Push-based Authentic
Authorization
Channels
Shared secret* seescscssss
Assets
Confirm Shared secret * TTITIYTITYY
User Identification * _User Centric -
Add

Authorized IP addresses or host names

No result found

0 Listing
m Back to List

4. Select the Channel Policy tab.
Enter and confirm a Shared secret for the RADIUS channel.
Your RADIUS Client on the Wallix Bastion host must use the same Shared secret.

6. Click Add to enter the IP address of the Wallix Bastion host as an IP authorized to access the
RADIUS channel for RADIUS authentication.
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Add Authorized Host name or IP Address/CIDR subnet mask x

Host name @ |P address (IPwd)

IP address (IPvd)* 192.
CIDR subnet mask 24
*‘required fields

o oot

7. Select the IP address option, enter the IP and CIDR subnet mask of the Wallix Bastion host, and
then click Save.

VPN Remote Access Details

Name * VPN Remote Access Code
Description Default RADIUS channel
Type* Radius

Trusted Identity Providers Authorization Profiles Selection Rules Channel Policy Fallback Authentication

Allowed Authentication Policies

Define Challenge Configuration | Set Authentication Forward Policy | Define Push-based Authentication Configuration

Shared secret” sscsscssnses
Confirm Shared secret * escecccesee
User ldentification * User Centric = User idantl.ﬁcatmn
Configuration
dd | Delete

Authorized IP addresses or host names

192.

1 Listing

*required fields

Csove J suckovis |

8. In the channel configuration page, click Save.
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3.2 Restart the RADIUS Front End
In order to apply the RADIUS configuration, you must restart the RADIUS Front End application.

1. Using a browser, go to the ActiviD Console (https://<appliance-hostname>:1005) and log on as
appadmin (the ActiviD Appliance administrator).

mm_Dashboard — Webmin X___gm ActiviD Management Conse X =+
0] https:// 1005 o (& Q Search ﬁ f
ActivID Console DaShboard
% Appliance 2 Appliance State Active
3 Dashboard Installation Type Full installation
. Crypt hic T Soft
Y s ryptographic Type oftware
o Software Update Security Domains You currently have 1 security domain(s)
% Configuration ‘ Appliance Date Tue Jul 25 12:41:29 UTC 2017
U Monitoring 4 Fully Qualified Hostname
IP Address
/&~ System 1

ActivID Applications
& appadmin [
Shows which ActivID Applications are running and ready to be used, with links to Management Cor

Portal.

Application Link Status C
.rAchle Authentication Serve N/A a N/)
ActivID Authentication Portal N/A (V] N/
ActiviD Mana t C | https//| i "

gement Consol ps:// /aiconso a Dis
e le
ActiviD Self-Service Portal ~ https:// /ssp Dis
ActiviD RADIUS Front End N/A (V] Dis

< Restart all Applications < Restart RADIUS Front End l Enter Maintenance Mode

2. Under Appliance (2) in the left menu, select Dashboard (3).

Or, under Configuration in the left menu, select Applications.
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3. Under the list of ActiviD Applications, click Restart RADIUS Front End (4).

Restart RADIUS Front End

Are you sure you want to restart RADIUS Front End?

B

4. Click OK.

The ActiviD Appliance RFE is restarted and the status returns to the green check mark.
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3.3 Create a New User on the ActiviD Appliance

Prerequisites: You have created a new user on the Wallix Bastion host as described in section 2.2
Create a Test User on the Wallix Bastion Host on page 8.

1. Using a browser, connect to the ActiviD Management Console (https://<appliance-
hostname>/aiconsole) and log on as an operator with help desk privileges (for example, ftadmin).
X

g Dashboard — Webmin mm ActiviD Management Consc X -+

Hesk/helpDesk.xhtml C  Q Search

ActiviD Management Console

Home Configuration Access Administration Reporting Help Desk e

Users ‘
. Advanced User Search

" Register User

_— Help Desk
Devices 1

The Help Desk can summarize |
or device management tasks.
advanced search criteria, you cal
access to specific users or device

- Advanced Device Search

Import Device

2. Select the Help Desk tab (2) and, under Users, select Register User (3).
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Register User X
Select User Admin Group

&3 Device Managers: ActivID Administrators with permissions for device management A
& Help Desk Operators: ActiviD Administrators with permissions for help desk operations
&3 user Administrator: ActiviD Administrators with permissions for user and group management

v &, Systems User Type
&3 soft Token Portal Administrators: Soft Token Portal Administrators Group
& System Users: Users allowing external systems authentication and authorization

&3, ADFS Systems User Type

> & Employees User Type

&3 seos Unbound: Anonymous users for Unbound Seos devices

&3 Business Partners: Sample for Business Partners
P o s v

Group [_Full Time Employees ] Select Group .

3. Under Employees User Type, select Full Time Employees (1) and then click Select Group (2)
Register User s
Configure User Attributes

User ID* Fjseroﬂ m

First Name ‘ ‘

Last Name [ )

Title [ 1

E-Mail Address | l

*,

roquired flds i s ey

4. Enter a User ID (1) (this is the only mandatory field) and click Next (2).
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Register User x

User Registration Complete

@ The user user01 has been registered successfully.

You can close the Wizard now or continue with Roles assignment and Credentials registration.

5. Click Continue.

Register User X

Select User Role(s)

Roles
Name Description
Audit Viewer Grants permissions to search and view audit records.
Configuration Allows configuring User Repositories, OOB Delivery Gateways, Channels, and

Authorization Profiles.
Configuration
Manager
Device
Administration

Allows access to management console configuration functions
Grants permissions to search, import, manage devices and credentials.
Help Desk Grants permissions to manage user assets.

|I| 2 »> >

9 Listings

6. Click Next without assigning a role to the user.
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Register User ®

Register User for Authentication

Register One-Time Password

‘£ Create Password

Register Out of Band
Set up Security Questions

Register PKI

0 3 ==

7. Select Create Password (1) (to create a static password authenticator) and click Next (2).

Register User %

Select Authentication Policy

Authentication Policy Employee Static Password 0 \ ;J

® =3 =z

8. From the Authentication Policy drop-down list, select Employee Static Password (1) and click
Next (2).
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Register User X

Set New Password

Alias User ID* user01

Password * [ YYTYYTYY]

Confirm Password*  |eeeeeses)

Password Policy

contain only alphanumeric characters
contain at maximum 20 characters
contain at least 6 characters

contain at least 3 different characters
not be a user attribute

not be in dictionary

The password must

roquired flds [SBack=g =Nexi~J “Canco™

9. Enter and confirm a password for the user (for testing purposes, use activi23) and click Next.

Register User X

Configure Authentication Policy

Status Enabled -

Valid From 2017/07/25 14:51 o} To |2022/07/24 14:51 o}
Maximum number of successful authentications allowed:
® Unlimited

Maximum number of successful authentications allowed

Back Cancel

10. Leave all default validity parameters and click Save.
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Register User 2

@ Creation successful

1. Click Close.
12. To verify that the password was created, search for the user (1).

The user’s details page is displayed.
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) ActiviD Management Consc X +

¢ Q Search w8 ¥ A &

ole/tab/help-desk/user/search/userEdit.xhtml

ftadmin@ Home | Profile | Log Off

o |user01 |

@UserSearch ./ Device Search

Access Administration Reporting Help Desk

user01's details

Summary
User Information Authentication Records Devices
First Name: a Employee Static Password None
Last Name:

User Type: Employees User Type
Admin Group: Full Time Employees
Enable Emergency Access

Verify Identity | Delete

user01's ldentity H Wallet HFH Permissions H Permissions Inherited from Admin Group and User Role

Register One-Time Password | Create Password | Register Out of Band Set up Security Questions | Register PKI

A User wallet gathers all user authentication records, credentials, and devices.

Delete

Authentication Records

Employee Static Password

1 Listing

m Back to List

13. Select the Wallet tab (2).
In the Authentication Records list, the Employee Static Password authenticator is displayed and
the active status is indicated by a green check mark.
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4.0 Testing the Deployment

This section explains how to test the ActiviD Appliance RADIUS authentication with the Wallix Bastion
host.

1. Using a browser, connect to the Wallix Bastion host portal.

W<LLiX Bastion

WALLIX Bastion

WARMING: Access to this system is restricted to duly outhorized users only. Any
attempt to access this system without cuthorzation or fraudulently remaining
within such system will be prosecuted in accordance with the low.

Any authorized user is hereby informed and acknowledges that hig/her actions
may be recorded, retained and cudited.

User name yser(q

Password |ieeseeresd]

Copyright @ 2018 WALLIX
=

2. Log on as the test user.

The Welcome page is displayed (the options and layout might vary depending on the user’s
privileges).

W<CLLIX Bastion sl (h0) (3

L B E T Welcome fo WALLIX Bastion 4.2!
My Authorizations

1. Your Bastion Login and your Bastion User name appeor ot the top right of the page.

2. Click on the entries on the left menw to access Basfion features.

3. You can go to My preferences fo select your language.

4. You can access the online help by clicking on the Quesfion mark (?) icon at the right of the top fitle band.
5. You can close your Bastion session by clicking on the Loegout icon in the top right corner of the page.
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e Verify the Syslog entry on the Wallix Bastion host for the successful user logon:

W<(LLiX Bastion

System Sysiem Logs

My Freferences

My Avthorizafions

Audit

Users

Resources Maost recent events

Password Management Mar 12 1B:48:41 ip-18-8-8-35 wabengine[25165]: [-] authentication succeeded for user "admin®

Mar 12 1B:47:82 ip-18-8-8-35 wabengine[25165]: [-] authentication succeeded for user "admin®

Session Management Mar 12 18:45:85 ip-18-8-8-35 WAB(root)[28716]: waBSendDelayednotifications: wot allowsd by License

Authorizations Mar 12 18:45:81 ip-18-8-8-35 CRON[23657]: (root) CMD (Jfopt/wab/sbin/WaBRunIfhotslave Jfusr/bin/flock -
fopt/wab/bin/waBsendDelayednotifications)
Configuration Mar 12 1B:45:81 ip-18-8-8-35 CRON[28653]: (root) cMD fopt/wab/sbin/WaBRunIfiotslave fusr/bin/flock
= TR P

Mar 12 18:45:81 ip-18-8-8-35 CROW[23652]: (root) CMD ( /opt/wab/sbin/WasRunIfMeotslave Sfusr/binfflock
Mar 12 18:45:81 ip-18-8-8-35 CROW[23651]: (root) CMD ( fopt/wab/sbin/wWaBRunIfmotslave Sfusr/bin/flock -
Status far 12 18:45:81 ip-18-8-8-35 CRON[286581¢ (root) cMD (fusr/bin/flock -w ® /run/kiBRaidsenduotification

I Mar 12 1B:43:88 ip-18-8-8-35 wabengine[25165]: [-] Authentication succeeded for user "userel’ I

System

Metwork Mar 12 1B:42:55 1p-18-8-8-35 WAB{rootT)|25165]: Authentication Tailed: Failed to proceed suthenticatior
Time Service Mar 12 18:42:24 ip-18-8-8-35 wabengine[25165]: [-] authentication succeeded for user “admin®

R . Mar 12 1B:41:56 ip-18-8-8-35 wabengine[25165]: [-] Authentication failed for user 'usergl’

Remote Storage Mar 12 1B:41:36 ip-18-8-8-35 wabengine[25163]: [-] Error when trying to suthenticate user "userel’ ag:

e Check the Audit entry on ActivID Appliance:

1. Log on to the ActiviID Management Console and search for the test user.

m' ftadmin@l Home | Profile | Log Off

ActiviD Management Console I [ugernt | | m

@User Search  ()Device Search

Home Configuration Access Administration Reporting Help Desk

Users ‘
userQ1's details

Advanced User Search

[ Register User Summary
Devices ‘ User Information Authentication Records Devices
i : i Hone
£ Advanced Device Search First Hame: Employee Static Password
LastMame:

2 Import Device
User Type: Employees User Type

Admin Group:  Full Time Emplayees

Verify ldentity | Delete | Enable Emergency Access

userD1's ldentity ” Wallet || Roles ” Permissions ” Permissions Inherited from Admin Group and User Role

Change User ID | Move | Generate a Session Transfer Code |-

UserID User Repository
User Type Admin Group
First Marme Last Mame [

External | AS-WALLIX | HID Global Corporation/ASSA ABLOY AB. All rights reserved. May 2019




ActiviD Appliance with Wallix Bastion: RADIUS Two-Factor Authentication

2. Inthe user’s Identity tab, click View Audit to list audit entries associated with the test user.

m' ftadming Home | Profile | LogOff

ActiviD Management Console userdl
.@:.User Search Device Search
Home Configuration Access Administration Reporting Help Desk
Users l . .
View Audit
Advanced User Search
Register User Restrict search to Period
e l  Today Last ¥ days Last 30 days
Advanced Device Search Wiithin the last days
Import Device
During the day , between and
@ Between |2019/0312 13:54 (@] and [2018/031218:54 o]

Audit Log Search Criteria

Over Channel #NY -

Audit Records

Record Id % Timestamp % Message ¥ Action Response & Status & Channel %
Mar12, 2019 - . . . WPMN Remote
:
1177 O 44 85 E indirectPrimaryAuthenticateDevice  SUCCESS SUCCESS Actass
Mar12, 2019 - . . . WPN Remote
_1.574 064307 P indirectPrimaryAuthenticateDevice  SUCCESS SUCCESS Arcess

(YRS Y

3. Select the audit record entry corresponding to the successful logon to the Wallix Bastion host.
The SUCCESS status indicates the positive authentication.

4, Click the entry name in the Record ID column to view audit entry details.
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Home Configuration Access Administration Reporting Help Desk

Audit Report Details

Record ID Timestamp
Session

Direct Uger Code Sesgsion D

Indirect User Code : Indirect Session 1D

Authentication Policy Channel

Device Serial Mumber Host Address
Action

Event Type

Action

" ATC'="DYNMC_AUTH" "DAM"="1"
" & ction"="indirectPrimaryAuthenticateDewvice" "ANI"="true"
"ARP"="REFE-V[3 013 EFE-H[ .comm] FFE-

CV[L551725716) RLI-V[8 2.0, 44] MAS-TF[ '
\ IP address of the Wallix Bastion
Carrelation D

Correlation Type

Farametars

Response - SUCCESS

Action Response [Eoccess]

Message

The IP address of the Wallix Bastion host is displayed in the audit entry details.
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