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I. INTRODUCTION

1.1 OBJECT

The purpose of this document is to help in the integration of the WALLIX Bastion DSM in QRadar
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Il. PREREQUISITES

11.1 WALLIX BASTION

Supported WALLIX Bastion versions :

e 50.x
e 6.0.x
e 6.1x

1.2 QRADAR

Supported QRadar versions:

e 7.3X
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lll. WALLIX BASTION DSM

I11.1 INSTALLATION
The WALLIX Bastion DSM is in a ZIP format, transfer it first in the /tmp folder of QRadar system with SCP or SFTP.
Connect to the QRadar system through SSH or console and acquire root priviledges.

Use the contentManagement script to import the WALLIX Bastion DSM:
/opt/qradar/bin/contentManagement.pl -a import -f WALLIXBastioné.zip

The end of the import should be note with this line :

[INFO] FINISHED: The import process is completed. Please check the summary for status and allow several
minutes for components to finish reloading.
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1.2 CONFIGURATION

111.2.A QRADAR
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Once imported, you should notice on the web interface of QRadar a new Log Source Extension named :

WALLIXBastion6Custom_ext

Import then a new Log source for the Bastion if not already created :

Log Source Name
Log Source Description

Log Source Type

Protocol Configuration
Log Source ldentifier
Enabled

Credibility

Target Event Collector

Coalescing Events

Incoming Payload Encoding

Store Event Payload

Log Source Language

Log Source Extension

Bastion & Toan
Bastion 6 Toan
WALLIX Bastion &
yslog

DTL-607

eventcollector - gradar? v

rd

UTF-8 v

WALLIXBastion6Custom_ext ¥

Please select any groups you would like this log source to be a member of:

Note : the Log Source Identifier should be identical to the hostname of the Bastion.

Don'’t forget to click on “Deploy changes” to apply your modification.

Save||Cancel
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111.2.B WALLIX BASTION

In the WALLIX Bastion, declare your QRadar in the web interface :

Audt Syslog server configuration

Users.

Resources Routing IPIFQDN * Protocol Port * Timestamp format

Password Management Enabled v | udp ¥ rfc3164 ¥ [+]
Session Management Enabled ¥ 10.10.44.55 udp ¥ 514 rfc3164 ¥ (-}
Authorizations

Configuration Apply
System

Status

Note : since version 6.0, a license is needed to access this feature.
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111.3 LOG ANALYSIS

After configuring both WALLIX Bastion and QRadar, you can check the Log Activity and filter on the Log Source
Type : WALLIX Bastion 6

Logs should be automatically parsed (check below), if not please contact WALLIX Support.

IBM QRadar

Dasnboard

Searcn... v QuckSearches v Y Add Fier | Save Greeria (€] Save Resurs g ca © Rues v Actons v

QuickFiter ~ ~ Search
StatTime | 10182008 - || 243PM - |EndTime | 101820018 ~ || 3:28PM - [ Update
View | Select An Option: | ~ | Display:| Custom || Results Limit| 1000 |2
Completed
Using Search: ALL Wallix
Current Filters:
Log Source Type is WALLIX Bastion 6  (Clear Filter)
* Current Statistics.
(Show Chars)
Log Source EventName Low Level Category Usermame Source IP inati Target ice (custom) StartTime Magnitude

Bastian 6 Toan [WALLIX Bastion] ROP Title Bar RDP In Progress user 101047172 101047181  dtie Win Oct 18,2018, 31513 PM —
Bastion 6 Toan IWALLIX Bastion] RDP Completed Process RDP In Progress user 101047172 101047181  dtie win Oct 18,2018, 315:08 PM —
Bastion 6 Toan IWALLIX Bastion] RDP Gompleted Process RDP In Progress user 101047172 101047181  dtie Win Oct 18, 2016, 31507 PM —
Bastion 6 Toan IWALLIX Bastion] RDP New Process RDP In Progress user 101047172 101047181  dtie Win Oct 18,2018, 31507 PM —
Bastion 6 Toan [WALLIX Bastion] RDP New Process RDP In Progress user 101047172 101047181  dtie win Oct 18,2018, 31507 PM —
Bastian 6 Toan IWALLIX Bastion] RDP New Process RDP In Progress user 101047172 101047181  dtie Win Oct 18,2016, 31507 PM —
Basfion Support IWALLIX Bastion] GUI List Web In Progress OPERATOR 127001 10104728 NA NiA Oct 18,2018, 315:04 PM
Basfion Support IWALLIX Bastion] GUI List Web In Progress OPERATOR 127001 10104728 NA NA Oct 18,2018, 3:15:04 PM
Bastion Support IWALLIX Bastion] GUI List Web In Progress OPERATOR 127001 10104728 NA NA Oct 18,2018, 31504 PM
Bastion Support IWALLIX Bastion] GUI List Web In Progress OPERATOR 127001 10104728 NA NA Oct 18,2018, 315:04 PM
Bastion 6 Toan IWALLIX Bastion] RDP Input Language RDP In Progress user 101047172 101047181  dtie Win Oct 18, 2016, 31502 PM —
Bastion 6 Toan [WALLIX Bastion] ROP Title Bar RDP In Progress user 101047172 101047181  dtie Win Oct 18,2018, 31502 PM —
Bastion 6 Toan [WALLIX Bastion] RDP New Process RDP In Progress user 101047172 101047181  dtie win Oct 18,2018, 315:02 PM —
Bastian 6 Toan IWALLIX Bastion] RDP Session Established Successfully RDP Opened user 101047172 101047181  dtie Win Oct 18,2016, 31452 PM —
Basfion Support IWALLIX Bastion] GUI List Web In Progress vmiadmin 101047176 10104728 NA NiA Oct 18,2018, 31451 PM —
Bastion 6 Toan IWALLIX Bastion] Authentify User Login Aftempt user 101047172 101047212 NA NA Oct 18,2018, 3:14:50 PM —
Bastian 6 Toan IWALLIX Bastion] SSH Session Disconnection SSH Closed user 101047559 101047212 | wabadmin bastion Oct 18,2018, 3:14:39 PM —
Bastion 6 Toan IWALLIX Bastion] SSH Keyboard Input SSH In Progress user 10104759 101047212 | wabadmin bastion Oct 18,2018, 314:39 PM —
Bastion 6 Toan IWALLIX Bastion] SSH Keyboard Input S5H In Progress user 10104759 101047212 | wabadmin bastion Oct 18, 2016, 31437 PM —
Bastion 6 Toan IWALLIX Bastion] SSH Session Established Successfully SSH Opened user 10104759 101047212 | wabadmin bastion Oct 18,2018, 3:14:35 PM —
Bastion 6 Toan [WALLIX Bastion] Authentity User Login Attempt user 10104759 101047212 NA NiA Oct 18,2018, 314:34 PM —
Bastian 6 Toan IWALLIX Bastion] GUI Delete Web In Progress admin 10104759 101047212 NA A Oct 18,2016, 314:25 PM —
Bastion 6 Toan IWALLIX Bastion] GUI List Web In Progress admin 10104750 101047212 NA NiA Oct 18,2018, 314:25 PM —
Bastion 6 Toan IWALLIX Bastion] GUI List Web In Progress admin 10104759 101047212 NA NA Oct 18,2018, 3:14:20 PM —
Bastian 6 Toan IWALLIX Bastion] GUI List Web In Progress admin 10104759 101047212 NA NA Oct 18,2018, 31418 PM —
Bastion 6 Toan IWALLIX Bastion] Authentity User Login Attempt admin 10104759 101047212 NA NA Oct 18,2018, 314:17 PM —
Bastion Support IWALLIX Bastion] GUIList Web In Progress vmiadmin 101047176 10104728 NA NiA Oct 18,2016, 31414 PM —
Bastion Support IWALLIX Bastion] GUI List Web In Progress miadmin 101047176 10104728 NA NiA Oct 18,2018, 313:44 PM —
Bastion Support [WALLIX Bastion] GUI List Web In Progress vmiadmin 101047176 10104728 NA NA Oct 18,2018, 31314 PM —
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IV. DELETING WALLIX BASTION DSM

IV.1 DELETING FROM WEB INTERFACE

To delete WALLIX Bastion DSM, open the web interface as admin, then click on the DSM
Editor :

Data Sources

L&

DSM Editor

Events

Find the WALLIX Bastion DSM then click on the bin icon

Select Log Source Type

Choose an existing Log Source Type to modify, or create a new Log Source Type

Filter

YWilware vShield

Yormetric Data Security

WALL X Bastion &

WatchGuard Fireware 05

Zscaler Nss

Create New Cancel
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“‘J §. Areyou sure you want to delete this custom log source type?
=== Deleted log source types will not be presented as an option

when creating a new log source, and will not be available for
L editing in the DSM Editor, but any existing log sources of this

type will remain active. There are currently 2 configured with

this type.
U T
ch Delete Cancel

Then click on Log Source Extensions and delete the WALLIX Bastion Extension.

Log Source Extensions

[Cladd [y Edit [ Copy ) Delete [%]Enable/Disable [P Log Sources e

Extension Name Description Enabled Default for Log Source Types

WALLIXBastion6Custom_ext - Jtue | WALLIX Bastion 61540203288309
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IV.2 DELETING FROM THE DATABASE

As mentionned by Qradar, deleting from the web interface doesn’t completely delete the DSM from the
database.

If you want to erase completely all data of the WALLIX Bastion DSM, you will need to go in console and use
PostgreSQL commands :

Retrieving SensorDeviceType ID of the WALLIXBastion :

# psql -U gradar -tA -c "select * from gradar.public.sensordevicetype;" | grep Bastion
result :

4001 | WALLIXBastion6Custom | WALLIX Bastion 61540203288909|5] | 6| |f|0]1]4000|

The SensorDeviceType ID is the ID of the WALLIX Bastion DSM, you will need it for all of the following commands.
In this example, the ID is 4001.

A this stage, if you try to delete it, you will get an error :
# psql -U gradar -tA -c "delete from gradar.public.sensordevicetype where id=4001;"

ERROR: update or delete on table "sensordevicetype" violates foreign key constraint "fk1940479ccaa923eb" on
table "dsmevent"

DETAIL: Key (id)=(4001) is still referenced from table "dsmevent".

Delete reference from dsmevent table :

The error state that it is still referenced in the table « dsmevent », so you need to delete the reference from this
table :

# psql -U gradar -tA -c "delete from gradar.public.dsmevent where devicetypeid=4001;"
DELETE 51

If you try again to delete the SensorDeviceType, you will have another error :
# psql -U gradar -tA -c "delete from gradar.public.sensordevicetype where id=4001;"

ERROR: update or delete on table "sensordevicetype" violates foreign key constraint "fkedfa8feb64c304c5" on
table "sensordeviceprotocols"

DETAIL: Key (id)=(4001) is still referenced from table "sensordeviceprotocols".

Delete reference from sensordeviceprotocols table :

# psql -U gradar -tA -c "delete from gradar.public.sensordeviceprotocols where sensordevicetypeid=4001;"

DELETE 68
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Then again :
psql -U gradar -tA -c "delete from gradar.public.sensordevicetype where id=4001;"

ERROR: update or delete on table ‘"sensordevicetype" violates foreign key constraint
"sensordevicedevicetype_fkey" on table "sensordevice"

DETAIL: Key (id)=(4001) is still referenced from table "sensordevice".

Delete reference from sensordevice table :

# psql -U gradar -tA -c "delete from gradar.public.sensordevice where devicetypeid=4001;"

DELETE 2

Delete sensordevicetype :

After that, you should be able to delete the sensordevicetype :
# psql -U gradar -tA -c "delete from gradar.public.sensordevicetype where id=4001;"
DELETE 1
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V. EVENTS MAPPING NOT WORKING

In case of « Unknown » logs events, you may want to check the properties of the DSM in the DSM Editor

Data Sources

Events

E

DSM Editor

Select the WALLIX Bastion DSM then copy and paste the unknown log in the « Workspace » :

o
Workspace
WALLIX Bastion 6 Use sample event payloads to help fine tune the behavior of this Log Source Type. Matches in the

payload are highlighted when a property is selected. Mote: System properties that have not been
overridden cannot be highlighted in the workspace.

V| Wrap Content

Properties Event Mappings Configuration

Filter | <14=0ct 22 15:58:09 DTL-607 wabengine: action="1list" type="approvals" u
ser="user" client_ip="10.10.47.59" infos="From [2018-18-22]"

-

Destination Port

Event Category

Fs
Event ID
4
Property Configuration
v Override system behavior L3
Expressions (- ﬂ e
Log Activity Preview
A preview of the payloads in the Workspace as they would appear in the Log Activity viewer using the
Expression Type  Regex current configuration.
Ea—— action="(2)" type="("2)" Destination IF Destination MAC Destination Port Event Category Event ID Event Name™
Format String $1 0.0.00 wabaudit list [WALLIX Basticn]
GUI List
Edit
Expression Type  Regex
Expression action="(*?)" user
~ |4

Check that Event ID and Event Category are properly recognize, if not it means that the regex inside Properties
are not properly set for it.

Click on Event ID and expand it, you should see 3 regex :
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Expression

Exprezzion Type  Regex

Expression actior="{.*?)" type="{*?)"

Format String $1

Edit

Expression

Exprezzion Type  Regex
Expression action="{.*?)" user

Format String %1

Edit

Expression

Expression Type  Regex

Expression ype="(*?)"

Format String %1

Edit
The regex allows Qradar to recognize the ID in the log, make sure you have them.
It will also be the same with the regex for Event Category :
Event Category -

Property Configuration
v Override system behavior

Expressions ﬂ

Expression

Exprezsion Type  Regex

Expression L[Sy 1]

Format String 51

Edit
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